Let A be a k-dimensional matrix of size d 1 ::: d k : By a contiguous submatrix B of A we understand the matrix B = fa i 1
a contiguous submatrix B we denote by SUM(B) the sum of all elements of B. The following question has been raised in connection with the security of statistical databases. What is the largest family B of contiguous submatrices of A so that knowing the value of SUM (B) for all B in B does not enable one to calculate any of the elements of A? In this paper we show that, for all k, the largest set B is uniquely determined and equals the set of all contiguous submatrices with an even number of elements of A:
This paper is devoted to a combinatorial problem closely related to security of statistical databases. This is the reason why some terminology in the paper comes from the area. In such a case we will say that the family B leads to a compromise. Otherwise, B will be referred to as a family of answerable queries. The aim of the owner of a statistical database is to answer (i.e. to provide SUM(B)) as many range queries of a user as possible without allowing the user to learn any individual element of D: Thus the question is: What is the largest set of range queries which do not lead to a compromise? The following theorem, which is the main result of the paper, provides a complete answer to the question. Theorem 1. Let D be a k-dimensional database. Then the maximum number M of range queries that do not lead to a compromise equals the total number of even range queries. Moreover, the set of even range queries is the only set of answerable range queries of cardinality M.
The above stated problem concerns databases for which it is convenient to view their records to be stored in a k-dimensional matrix. This is the case if each record has k-attribute values. The case when a database D contains n (unordered) records a 1 ; :::; a n has been studied in 5]. Let now a query B be an arbitrary subset of fa 1 ; :::; a n g; and the notions SUM(B); answerable family of queries, have the same meaning as before. In this case it has been proved in 5] that the largest number of answerable queries equals nbn=2c: The case in which some particular queries are requested to be among the answerable queries has also been dealt with 1]. For more detailed explanation of statistical database aspects of the problem we refer the reader to 3, 4] . The importance of range queries for the area is explained for example in 2]. To show that we cannot do better than that, i.e., to get an upper bound on the cardinality of the largest set of range queries which do not lead to a compromise, we will make use of some techniques from graph theory. Consider a hypergraph G, where the vertex set is the set of all range queries of size at least 2 and a subset h of vertices is a hyperedge in G i the queries from h do lead to a compromise. Clearly, any independent set of vertices of G represents a set of range queries which does not lead to a compromise and the maximum number of queries which do not lead to compromise equals (G), the independence number of G. We note that if there is an s; 1 s k; with jJ s j even and 1 2 J s , then the range query R does not belong to any set HQ. Consider a subgraph L of G formed by all edges HQ, Q an odd range query. Then each vertex representing an odd range query is of degree 1. The vertices corresponding to even range queries are of degree 0 or 1. From the rst part of the proof we know that the set of all even range queries does not lead to a compromise, i.e., the vertices representing even range queries form an independent set in L. We show that they form a largest independent set as well.
Denote by E and O the set of all vertices corresponding to even and odd range queries, respectively. Suppose T is a largest independent set of L having bigger cardinality than E, i.e. jTj > jEj. Set E 1 = T \ E, O 1 = T \ O, and subsequently E 2 = E ? E 1 ; O 2 = O ? O 1 . As T is an independent set of vertices, there is no edge in T which implies that for each odd range query Q of O 1 there is in E 2 at least one vertex (range query) from HQ (we recall that no two vertices of O belong to the same edge of L ). As any two edges of L are disjoint, the set E 2 is at least as big as O 1 . Thus jTj > jEj = jE 1 j + jE 2 j jE 1 j + jO 1 j = jTj, a contradiction. So, (L) = jEj. We know that E is an independent set also in G. 
where f(x) = x+2 x+1 for x even, f(x) = x+1 x for x odd.
Remark. Consequently, for large matrices the usability equals approxi- . To get the formula from the statement of the theorem, it is su cient now to realize that the total number of even range queries equals the total number of all range queries minus the total number of all odd range queries and substitute the result into the de nition of usability of a database. 2 Remark. Let D = fa 1 ; :::; a n g be a database. The following generalization of the problem considered in the paper is very important in security of statistical databases. Let I f1; :::; ng: What is the cardinality of the largest set of queries so that by answering them the it is impossible to calculate any value of a i ; i 2 I but one can learn the value of a i for all i 2 f1; :::; ng ? I? In 6] it is shown that if m = jIj, then the maximum equals m bm=2c 2 n?m : In the case of k-dimensional databases where only the range queries are considered the analogous question is open even for 1?dimensional case.
